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FIGURE 9-8 x86 virtual address space layouts

For a process to grow beyond 2 GB of address space, the image file must have the
IMAGE_FILE_LARGE_ADDRESS_AWARE flag set in the image header. Otherwise, Windows
reserves the additional address space for that process so that the application won't see vir-
tual addresses greater than 0x7FFFFFFF. Access to the additional virtual memory is opt-in
because some applications have assumed that they'd be given at most 2 GB of the address
space. Since the high bit of a pointer referencing an address below 2 GB is always zero,
these applications would use the high bit in their pointers as a flag for their own data, clear-
ing it, of course, before referencing the data. If they ran with a 3-GB address space, they
would inadvertently truncate pointers that have values greater than 2 GB, causing program



